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Abstract

The recent increase of mobile device adoption in the workplace as part of knowledge-sharing activities has
caused a rise of knowledge leakage risk (KLR). KLR is a significant problem for knowledge-intensive
organizations operating in highly-competitive environments. Accordingly, organizations have an increasing
need to manage risk strategies in order to mitigate KLR. The contribution of this study is to provide a
theoretical conceptual model to (1) identify the determinants that influence KLR through the use of mobile
devices and (2) present how such factors inform organizational KLR mitigation strategies to safeguard
against leakage incidents. We take a context-specific approach by drawing on literature in the area of
mobile-device-usage-context, particularly “social context interaction framework” and “model of context in
computer science”, organizing the constructs under human, organizational and technological perspectives to
understand the contexts within which knowledge leakage occurs and finally, propose a conceptual model
that can aid organizations in developing KLR strategies.
Keywords: Knowledge management, knowledge leakage, knowledge leakage risk, mobile context, mobile
device.
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1 Introduction
Due to the growing adoption of boundary-spanning information technologies in the workplace, such as mobile
devices, knowledge-intensive organizations operating in highly-competitive environments are presented with the
challenge of preventing increasing leakage of sensitive details such as intellectual property, trade secrets and
business strategies (Ahmad et al. 2014; Mohamed et al. 2007; Parker 2012).
Recently, a key focus of literature related to mobility, is how organizations struggle with leakage of sensitive
organizational information across various avenues, such as social media, cloud computing and portable data
devices (Ahmad et al. 2014, 2015; Jiang et al. 2013; Krishnamurthy and Wills 2010; Mohamed et al. 2006).
Although much of the literature has focused on technical aspects of leakage (i.e., data and information), scant
research has been conducted on knowledge leakage through mobile devices in particular (Agudelo et al. 2015;
Ghosh and Rai 2013; Zahadat et al. 2015).
While the use of mobile devices (owned either by the organization or the employee) has shown to be convenient,
the convenience of using such devices by knowledge workers in knowledge-sharing activities poses a problem for
confidentiality. Challenges in confidentiality occur as a result of employee’s security (mis)behaviours in addition
to technological (e.g., firewall, antivirus, and compartmentalization) and formal (i.e., policies, standards and
procedures) controls (Agudelo et al. 2015; Ahmad et al. 2014).
In knowledge-intensive organizations, where knowledge is the main source of innovation and competitive
advantage, addressing knowledge leakage risk (KLR) becomes paramount as knowledge is considered a critical
asset for sustained competitive advantage (Grant 1996). In order to sustain such advantage in highly competitive
environments, organizations must continuously develop capabilities and strategies that leverage and manage such
knowledge assets (Alavi and Leidner 2001a; Bosua and Scheepers 2007; Teece 2007).
However, despite its relevance to organizations, knowledge leakage has not been addressed in much of the
knowledge management literature, as the focus has been traditionally on fostering knowledge sharing and
creation of workflows within organizations (Bosua and Scheepers 2007; Frishammar et al. 2015; Manhart and
Thalmann 2015; Moein et al. 2015). Furthermore, failing to address knowledge leakage presents a significant risk,
since it can cause the replication of ideas by external organizations hindering the exploitation of innovation
(Manhart and Thalmann 2015; Shedden et al. 2011).
This paper addresses the gap found in the literature regarding KLR through mobile devices in knowledgeintensive organizations operating in highly-competitive environment by providing a conceptual model that assists
with determining the factors that cause such risk. We therefore pose the following question:
1.

How does the knowledge leakage risk through mobile devices inform organizations’ mitigation
strategies?

To answer this question, this paper takes a contextual approach to understand how risk changes depending on the
circumstances within which knowledge leakage occurs.
A research conceptual model is proposed to explain the factors that influence the risk of knowledge leakage
through the use of mobile devices. Understanding the determinants behind KLR can assist organizations in
developing more effective formal (policy), informal (culture, behavior, Security Education Training and
Awareness) and technological controls that can address this issue (Dhillon 2007).
This paper is structured as follows: First, it provides salient concepts found in the key background literature.
Second, a conceptual model is proposed followed by a brief discussion of the main constructs. Finally, the study
outlines potential contributions and future work.

2 Key Background Literature
In this section, relevant areas of literature are presented and discussed. First, we discuss the definition of
knowledge and knowledge leakage from the knowledge management literature. Second, we summarize the
relevant concepts of mobility and contexts associated with mobile devices to define the main constructs used in
the proposed research conceptual model that follows.

2.1 Knowledge
There is abundant literature addressing the difference between data, information and knowledge in sources such
as Boisot and Canals (2004) and Dahlbom and Mathiassen (1993). Boisot and Canals (2004) state that raw data
becomes information when individuals are able to add meaning from such data, and, adding the contextual
understanding in conjunction with the background of such data allows knowledge to be inferred. Therefore,
knowledge is intertwined with data and information. Consequently, the leakage of knowledge is also related to the
leakage of data and information. This distinction is important for our study because from the leakage of
data/information, leakage of knowledge may occur just by drawing on inference, that is, we gain knowledge by
inference – the process of inferring things based on what is already known (Dahlbom and Mathiassen 1993).
This study adopts the definition of knowledge given by Davenport and Prusak (1998):
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“Knowledge is a fluid mix of framed experience, values, contextual information, and expert insight that provides
a framework for evaluating and incorporating new experiences and information. It originates and is applied in
the minds of knowers. In organizations, it often becomes embedded not only in documents or repositories but
also in organizational routines, processes, practices, and norms.”
According to this definition, knowledge is complex, a mixture of various elements, intuitive and therefore, hard to
capture. Moreover, knowledge is embedded in people, and as such, may be unpredictable and intangible.
Knowledge derives from information and to turn information into knowledge, human mediation is required
(Davenport and Prusak 1998). Although knowledge is further divided into tacit (present in employee’s minds) and
explicit (knowledge that has been codified into artefacts) (Nonaka 1991), from the perspective of mobile devices,
this study will only focus on explicit knowledge leakage, since its disclosure is more likely to occur in mobile
device settings than tacit knowledge leakage, such as when key personnel leave the organization to a competitor
(Frishammar et al. 2015).
Information and knowledge have become key strategic assets (Bollinger and Smith 2001) for knowledge-intensive
organizations to achieve sustained competitive advantage, innovation and value creation (Nonaka and Toyama
2003; Sveiby 1997). Similarly, MacDougall and Hurst (2005) contend that the adoption of knowledge workers,
employees who produce value by utilizing their knowledge rather than physical labor, allows organizations to
develop their knowledge assets. These individuals perform work based on their information assets for the
coordination and management of organizational activities (Sorensen et al. 2008). Ristovska et al. (2012) also
focus on the importance of knowledge embedded in knowledge workers as it is an organizational asset for
achieving sustainable competitive advantage which can be materialized into documentation and organizational
processes. The importance of expertise in organizations relies heavily on exercising specialist knowledge and
competencies, or alternatively, the management of organizational competencies and capabilities which belong to
employees or knowledge workers (Blackler 1995; Thompson and Walsham 2004).
Knowledge, in this sense is the information residing in the mind of the knowledge worker, personalized by the
individual based on facts, procedures, concepts, interpretations, ideas, observations and judgments which is
codified into artefacts such as documentation, processes and guidelines (Alavi and Leidner 2001b).

2.2 Knowledge Leakage
Knowledge leakage (KL) is defined in this paper: as the accidental or deliberate loss or unauthorized transfer
of organizational knowledge intended to stay within a firm’s boundary resulting in the deterioration of
competitiveness and industrial position of the organization (Frishammar et al. 2015; Nunes et al. 2006).
According to the knowledge leakage definition, KL can occur from the disclosure of sensitive details, information
or data as meaning can be inferred by a competitor based on understanding of context and leveraged even further
to generate insights and advance their own competitiveness to the detriment of the organization’s competitive
advantage (Ahmad et al. 2015; Annansingh 2012; Davenport and Prusak 1998; Molok et al. 2010).
Although knowledge loss due to a lack of knowledge management procedures is also defined as knowledge leakage
(Nunes et al. 2006), the focus in this study will be on knowledge leakage directly or indirectly caused by
knowledge workers when performing knowledge work through mobile devices, particularly, the accidental loss
derived from misbehaviours (failing to comply policy and procedures), as it is considered the most challenging
channel of leakage for organizations to control (Nunes et al. 2006). The inadvertent loss, caused by insiders can be
influenced by addressing human behaviour habits through policy, culture and awareness as opposed to malicious
insiders who are deliberately seeking to leak knowledge/information (Colwill 2009) and are not influenced by
such controls. Therefore, the focus on this study will be on addressing unintentional leakage caused by nonmalicious insiders.
Drawing upon the standard definition of risk, knowledge leakage risk (KLR) is defined as the probability that KL
occurs multiplied by the impact of the KL to the organization (Ahmad et al. 2015), i.e.,
𝑲𝑲𝑲𝑲𝑲𝑲 = 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃 𝑜𝑜𝑜𝑜 𝐾𝐾𝐾𝐾 × 𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼 𝑜𝑜𝑜𝑜 𝐾𝐾𝐾𝐾 𝑡𝑡𝑡𝑡 𝑡𝑡ℎ𝑒𝑒 𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂𝑂.

2.3 Mobility

The risk of knowledge leakage is significantly elevated as the adoption of mobile devices increases within
organizations. Changes in the technology environment have propelled transformation of how employees perform
knowledge work, thus, influencing and facilitating the way users behave and create knowledge. As Green (2002)
claims, the change in the technology environment is enabled through the development of the modern metropolis
embedded with strong telecommunication infrastructures. An increase of strength and reliability of Wi-Fi and
cellular networks, as well as the increased availability of unsecured public Wi-Fi hotspots, allows users to stay
connected in many different environments and situations between the home and workplace. The shift from harddisk storage to cloud storage is a significant example of change in technology infrastructure as well as the adoption
and appropriation of boundary-spanning technologies (Ahmad et al. 2014). These infrastructure changes enable
technologies such as mobile devices to move and operate seamlessly through networks for both work and personal
use (Sorensen et al. 2008).
Globalization and economies of scale have stimulated the phenomenon of consumerization which describes the
wider adoption of technologies such as mobile devices due to lower costs of production and distribution (Agudelo
et al. 2015; Moschella et al. 2004). Mobile devices provide users with technological capabilities to perform work
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outside the physical workplace through access to corporate assets such as emails, enabling higher productivity
which has driven the adoption of BYOD (Bring Your Own Device) policies within organizations (Agudelo et al.
2015; Ghosh and Rai 2013; Miller et al. 2012; Sarker and Wells 2003; Zahadat et al. 2015). Further, supported by
changes in technological infrastructure, mobile devices are becoming highly capable and personally located
devices near users which are always on and are connected to a variety of networks extending the corporate
environment (Chigona et al. 2012).
Currently, some generic leakage prevention controls related to the usage of mobile devices include, mainly,
technical controls such as MDM - Mobile Device Management, compartmentalization of sensitive content through
containerization, network controls, cryptography and classification of information (Zahadat et al. 2015); legal
controls for knowledge protection such as Non-Disclosure agreements, contracts and patents; and organizational
controls such as policies, procedures and guidelines (Ahmad et al. 2014). However, the literature concerning
controls targeting human (mis)behaviours is rather scant.

2.4 Contexts
In order to address the issue of knowledge leakage risk through mobile devices in organizations, this paper takes a
context-specific perspective to understand how risk changes according to the circumstances and factors within
which leakage occurs.
Although knowledge leakage is enabled by the employee in control of the mobile device, there are multiple
environmental factors that affect the use of mobile devices for knowledge work. Nonaka and Toyama (2003)
suggest that knowledge creation, sharing and distribution are achieved through the interactions between the
individual, the organization and the environment. The environment influences the individual while, at the same
time, individuals are continuously recreating their environment through their social interactions. This proposes
that social factors in human interactions constantly change the environment in which knowledge is created.
Nonaka and Toyama (2003) developed a model of knowledge creation in order to explain the conversion of
knowledge through interactions between individuals, groups of individuals, organizations and the environment.
This model not only highlights the importance of the environmental and organizational circumstances around an
individual, it also highlights the importance of the social environment where individuals interact within groups to
obtain information (Nonaka and Konno 1998; Nonaka and Toyama 2003).
These environments are referred to in the literature, from a mobile device perspective, as the “context” of the
mobile device usage (Abdoul Aziz Diallo 2012; Chen and Nath 2008; Schilit et al. 1994). Table 1 summarises the
mobile-usage-context taxonomy found in the literature. Understanding the different contexts of mobile device
usage in these different settings (technological, environmental, organizational, social and personal) is important
to assess the overall security risk of the device as the potential enabler of or medium through which knowledge
leakage can occur in conjunction with the user and the environment within which the device is used. The
importance of mobile device contexts stems from the fact that without the context within which knowledge
leakage occurs, it is not possible to determine the level of risk (Benítez-Guerrero et al. 2012; Bradley and Dunlop
2005).
Mohamed et al. (2006) found that one of the key routes of knowledge leakage is people through social contexts of
mobile usage. These routes include training courses, collaborations with universities, multi-disciplinary teams and
temporary workers. Through social interactions in these different contexts, knowledge is shared or accessible to
other users. Social context also includes the use of social networking platforms on mobile devices (Krishnamurthy
and Wills 2010).
Due to the nature of mobile device usage, the context of a device usage transitions across many changes in
technical, social and locational environments (technological, environmental, organizational and personal
contexts). Through the interactions of these dynamic contexts with one another, the risk of knowledge leakage
also becomes dynamic. Thus, knowledge can be leaked through the technological, organizational, personal, and
network context amongst others (Diallo et al. 2011, 2014). As an illustration of this phenomenon, Astani et al
(2013) found that a significant amount of employees from information sensitive industries such as banking,
connected their mobile devices to unsecured public Wi-Fi networks (i.e., technological context, environmental
context) which exposes the device to the security vulnerabilities of those networks and may be used as a vehicle for
knowledge leakage. By simply changing the network connection to a public Wi-Fi network, these employees are
drastically changing the technological and environmental contexts and, therefore, their “mobile device usage
context” in which the device is operating, changing the risk profile of their device, drastically affecting the
potential for knowledge leakage.
Context

Reference

Description

Environmental

Kofod-Petersen &
Cassens
(2006);
Nieto,
Botía,
&
Gómez-Skarmeta,
(2006)

The environmental context is defined as the conjunction of the following
contexts: temporal context, spatial context, social context, technological
context, and business context

Personal

Kofod-Petersen

The personal context provides the attributes of cognitive skills and draws

&
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Cassens (2006)

on psychological and physiological contexts: psychological, goal, cognition,
physiological, identity, actions

Social

Nieto et al., (2006)

Provides a social perspective of context, which captures the attributes of
people (e.g. attitude, skills, and values) and the relationship of these people
among each other and within the organization and collective structures.

Spatial

Kofod-Petersen
Cassens (2006)

&

Provides attributes of location and answers the question of where the
interaction is conducted.
The following are some constructs of this category: spatial objects,
localization, location, season, weather, geography, routes, building

Temporal

Abdoul Aziz Diallo
(2012)

Temporal context is defined in terms of when the activity is performed:
absolute date (year, month, day, hour, minutes, seconds), relative date
(yesterday, tomorrow, next month, next year, etc.)

User

Abdoul Aziz Diallo
(2012)

User context extends on personal context adding the technological
dimension and the mobile device from HCI (Human-Computer
interaction) perspective

Location

Abdoul Aziz Diallo
(2012)

Location context is part of the spatial context and it is defined by: places,
GPS location

Business

Abdoul Aziz Diallo
(2012)

The business context supports the decision making process by assisting in
the decision maker’s situation awareness cognitive process, and taking in to
consideration the following aspects: indicators, objectives, partners,
competitors, market

Technological

Abdoul Aziz Diallo
(2012)

Provides the technological and technical attributes such as: network
connections, infrastructure, equipment, devices and systems. It is an
aggregate context which consists of other technical constituents such as
spatial, user and location context.

Organizational

(Crossler
et
al.
2013; Furnell and
Rajendran
2012;
Whitman, Michael
and Mattord 2011)

Defines the social interactions within the workplace and security behaviour
determined by Information Security Policies, Security Education Training
and Awareness, Culture, Standards, organizational processes and
procedures

Device

(Diallo et al. 2014;
Kofod-Petersen and
Cassens
2006;
Nieto et al. 2006)

Technological features such as device identifier and device type (i.e.,
laptop, tablet, smartphone)

Table 1. Taxonomy of Mobile Usage Contexts derived from the literature
These contexts are relevant to the usage of the mobile device. If a user changes devices (device context,
technological context), for example, then his/her overall context (user context) will change. The new device may
not have the same functions as the previous one, resulting in a new number of contexts affecting the device. Since
the old device is no longer used by the user, various contexts (e.g., social, user, and location contexts) no longer
apply to it. This highlights the dynamic changes in knowledge leakage risks as the circumstances of how the
knowledge worker uses their mobile device change.
Additionally, people and objects are constantly moving in and out of different context risks and the relevancy of
these objects and people to the context are dynamic and hence the security threat of knowledge leaking is
constantly changing. For example, if John is sitting in a coffee store reading his corporate emails from his tablet
before heading into work (environmental, personal and technological context) and a new customer sits down
behind John (social context), John’s risk context has changed as the customer may potentially read John’s tablet
screen (shoulder surfing). John then receives a phone call (personal and social context), which introduces a new
person (caller) into the context, with whom he then discusses the agenda of the morning meeting (organizational
context). This change in context risk now involves the surrounding people within earshot drastically increasing
the potential for knowledge leakage.
From the literature there have been many approaches to modelling the contextual information surrounding
mobiles across many disciplines of Information Technology. Most of the research into the contextual information
and context of mobile devices has been focused on the technical and computing issues (Benítez-Guerrero et al.
2012; Bradley and Dunlop 2005; Diallo et al. 2013; Hofer et al. 2003; Kofod-Petersen and Cassens 2006; Schilit et
al. 1994).
Similarly, Hofer et al. (2003) also extended and modelled these dimensions of context into device context (e.g.
device identifier and device type) and network context (e.g. network connection types) which were included as the
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technical context, in a more recent study, by Abdoul Aziz Diallo (2012). However, these studies failed to address
the social context, neglecting the human perspective from the mobile contextual model, namely, user behaviour.
On the other hand, Chen & Nath (2008) asserted that the social context is not independent of the technical
context; it is the “interaction and compatibility” between the two that determine the effectiveness of a work
system. This interdependency of the social and technical context is further reflected by Bradley and Dunlop's,
(2005) “Model of Context in Computer Science” which aims to illustrate the key components and characteristics
of context which are present during user-computer interaction. The key idea derived from Chen and Nath’s model
of context is that there are multiple contexts that contribute to the mobile usage context of mobile devices.
Expanding on Chen & Nath's (2008) social context interaction framework and Bradley and Dunlop's (2005)
model of context, we address the gap in the literature by modelling such contexts from the human perspective and
defining a high-level construct, knowledge leakage risk through mobile devices, as a formative construct (i.e.,
comprised of mobile usage contexts) which in turn informs risk mitigation strategies in organizations. This
conceptual model is further explained in the following section.

3 The Research Model
Figure 1 depicts our proposed research conceptual model. We develop our research model by identifying key
constructs based on the two models mentioned in the previous section: Chen and Nath's (2008) “social context
interaction framework” and Bradley and Dunlop's (2005) “model of context in computer science”.
The criteria to select contexts for the conceptual model were based on the social context interaction framework
(Chen and Nath 2008): 1) Personal context; 2)Social context are grouped together under Human factors which
refer to motivations and cognitive processes, as well as social norms that are explicit and implicit from human
behaviours and social interaction; 3) Environmental context; 4) Organizational context which constitute the
Enterprise factors and refer to the organizational culture and behaviour, operating environment (regulations) not
only within the workplace but also outside (macro environment). Finally, the Technical factors are composed of 5)
Device context; 6) Technological context and refer to the technology and information systems that enable and
facilitate the adoption of technology and technical artefacts to perform knowledge-sharing activities.
The constructs have been clustered in three groups: human, organizational and technical factors as defined in the
“Integrative Model of IT Business Value” based on the resource-based view of the firm (Melville et al. 2004) as
this model provides a framework to understand how internal (organizational resources) and external (trading
partners, competitive and macro environment) factors impact organizational performance, which in our case,
relates to how the mobile device usage contexts through the formative construct (i.e., KLR) contributes to
improvement of organizational information and knowledge security performance signified in the construct
organizational KLR mitigation strategies. In Table 2 the propositions are listed and explained with references to
the literature.

Figure 1. Proposed Research Conceptual Model. Adapted from Bradley & Dunlop (2005), Chen & Nath
(2008) and Melville et al. (2004)
Construct

Definition

Reference

Organizatio
nal KLR

Formal, informal and technical risk control strategies, used by organizations to
safeguard knowledge assets at risk. Such strategies aim to reduce risk impact or

(ISO/IEC
27005:2011 2011;
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Mitigation
Strategies

probability (risk reduction), as well as share, avoid, transfer or accept any
residual risk remaining after the risk treatment.

Dhillon 2007)

Knowledge
leakage Risk
through
Mobile
Devices

Knowledge leakage risk caused by the use of mobile devices in organizations.
This high-level construct will be operationalized used a qualitative scale, i.e., low,
medium and high.

(27005:2011
2011; Agudelo et
al. 2015; Ahmad
et al. 2015)

Human
Factors

The combination of personal and social contexts referring to individual’s selfefficacy, personality traits, competences, behaviour, attitude, cognitive
capabilities, motivations, experiences (personal context) as well as group’s
competences, social norms, peer’s influence and superior’s influence (social
context).

(Ajzen 1991;
Bandura 1978;
Bradley and
Dunlop 2005;
Chen and Nath
2008; Melville et
al. 2004)

Enterprise
Factors

The combination of environmental and organizational contexts referring to
external conditions (e.g., competitors, industry, external locations) as well as
internal organizational resources and capabilities (e.g., policies, culture,
processes, routines).

(Ajzen 1991;
Bradley and
Dunlop 2005;
Chen and Nath
2008; Melville et
al. 2004)

Technical
Factors

The combination of device and technological contexts referring to the
infrastructure and technological resources internal and external to the
organization that enable and support knowledge-sharing activities.

(Ajzen 1991;
Bradley and
Dunlop 2005;
Chen and Nath
2008; Melville et
al. 2004)

Table 2. Definition of constructs in the research conceptual model
Proposition

Description

Explanation

P1

Knowledge leakage risk
through mobile devices
informs the organizational
knowledge leakage risk
mitigation strategies.

Organizational risk mitigation strategies are designed according to the
risk exposure and risk appetite (risk profile) of the organization. For
instance, military organizations will have a different risk profile and,
therefore, different mitigation strategy as compared to a not-for-profit
organization (Baskerville et al. 2014)

P2

Human factors affect the
knowledge leakage risk
through mobile devices.

This proposition refers to constructs such as self-efficacy, motivations,
attitudes, personality traits, social norms, peer influence that affect the
behaviour and perception of users when interacting with IS (Ajzen et al.
1991)

P3

Enterprise factors
determine the knowledge
leakage risk through
mobile devices.

This refers to organizational resources (Barney 1991) such as
organizational structure, policies and rules, workplace practices, and
culture which condition the perception of IS phenomena (Melville et al.
2004; Sveen et al. 2009; Whitman, Michael and Mattord 2011).

P4

Technological factors
modify the knowledge
leakage risk through
mobile devices.

Technological controls such as firewall, IDS, and compartmentalization
lead to a diminished KL risk, particularly, when neglecting human
aspects such as intentions and compliance (Bulgurcu et al. 2010;
Herath and Rao 2009; Pahnila et al. 2007).

Table 3. Conceptual Model Propositions

3.1 Knowledge Leakage Risk & Organizational Knowledge Leakage Risk
Mitigation Strategies
The resource-based view (RBV) highlights the importance of protecting resources and capabilities to sustain
competitive advantage in organizations (Leonard-barton 1992). In this perspective, the organizational knowledge
capability needs to be protected, and the knowledge leakage risk (KLR) associated to this asset requires
assessment. However, the risk evaluation process is a subjective exercise that leads to a perceived KLR
characterized by the impact and likelihood of leakage happening (ISO/IEC 27005:2011 2011). As a result, the risk
treatment involves selecting one or more options for modifying the risk impact or probability. Such treatment
includes implementing controls and strategies to address the residual risks that are suited to the risk profile of the
organization, environment and resources. Such arguments lead to our first proposition, which serves as the
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foundation to examine the role of perceived KLR to firm’s strategy in developing organizational mitigation
controls:
Proposition 1. The knowledge leakage risk through mobile devices informs the organizational knowledge
leakage risk mitigation strategies.
This proposition aims to answer our research question: How does the knowledge leakage risk through mobile
devices inform organizations’ mitigation strategies?

3.2 Human, Enterprise and Technological Factors
As discussed previously and expanding on RBV and contextual framework, previous studies have evaluated a
considerable number of organizational characteristics as determinants of competitive advantage, which in turn
have been classified within the broader category of basic competences or influencing factors (Chen and Nath
2008; Leonard-barton 1992):
1.

Human factors, which include among other things, a firm’s knowledge and skills, accumulated either through
training of its workforce (Teece 2007) or as a result of the experience acquired over time (Ristovska et al.
2012). Individual competences (personal context) as well as group competences (social context) are part of
the key internal capacities of a firm to develop capabilities. However, such competencies also affect the
decision making and critical protection action processes (Ajzen 1991) such as risk evaluation. The above
discussion leads to:
Proposition 2. Human factors (personal and social contexts) affect the knowledge leakage risk through
mobile devices

2.

Enterprise factors, which include the organizational resources (internal conditions) such as structure,
policies, rules, workplace practices and culture (organizational context); and the environment (external
conditions) in which the organization operates and interacts with other organizations including its market,
regulations, competitors and external resources (environmental context) (Melville et al. 2004). These factors
determine the risk profile and appetite of the organization, which leads to our third proposition:
Proposition 3. Enterprise factors (environmental and organizational contexts) determine the
knowledge leakage risk through mobile devices

3.

Technical factors, which include infrastructure, shared technology, system integration, technology services
across and outside the organization (technological context) (Melville et al. 2004) in conjunction with mobile
devices (device context) used by workers to perform their activities (Chen and Nath 2008) enable the sharing
and creation of knowledge. Although, the technical capabilities facilitate the conditions for knowledge
accumulation, it can also pose a challenge for knowledge protection due to the excessive reliance on technical
controls to safeguard organizational knowledge assets, leading to a false sense of security. Hence we propose:
Proposition 4. Technological factors (device and technological contexts) modify the knowledge
leakage risk through mobile devices

4 Conclusion and Future Work
The results of this study are expected to have both practical and theoretical implications. This study is expected to
contribute to IS security research by proposing a comprehensive conceptual model which will be empirically
tested in later phases and will investigate the determinants of knowledge leakage risk through mobile devices in
knowledge-intensive organizations operating in highly competitive environments. Our study is also expected to
provide meaningful implications for security and knowledge managers in organizations to improve risk mitigation
strategies associated to knowledge leakage.
In today’s security landscape, mobile devices present some new threats to organizations’ mobile device security
and knowledge management strategy. Effective KLR mitigation strategies will help organizations better manage
those devices in their environment protecting their organizational knowledge. This study is the first attempt to
view KLR through mobile devices in organizations from a mobile usage perspective using a contextual approach
combining human, enterprise and technological dimensions. By analyzing the determinants that influence the
knowledge leakage risk through mobile devices in organizations, addressing not only technological aspects but
also human and organizational aspects, the proposed model presents a better way to design mitigation strategies
and leakage risk controls (i.e., formal, informal and technological) that is more likely to be accepted and followed
by employees (Dhillon 2007).
We have proposed a conceptual model which will be tested at a later stage and seeks to explain how the knowledge
leakage risk is influenced by human, enterprise and technological factors and how such KLR informs
organizations’ mitigation strategies. Empirical confirmation and refinement of the research conceptual model is
an important future research direction to follow. In order to test our model, we will conduct a qualitative
exploratory and explanatory research approach since knowledge leakage through mobile devices in organizations
is a social phenomenon that includes the human perspective and we seek to explain the factors that underlie this
particular social IS phenomenon based on the proposed conceptual model (Neuman 2006; Venkatesh et al. 2013).
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The model will be qualitatively tested using the different usage context factors to develop a set of risk scenarios
that characterize the combination of different contexts and their impact on leakage using the methodology
followed by D’Arcy et al. (2009) . The study will be comprised of three phases: a pilot study, interviews and a focus
group, and case studies. Findings drawn from the first study (i.e., pilot study) will inform the second study. The
target organizations for this study will be knowledge-intensive (innovative) organizations in Australia that operate
in highly-competitive environments that need to protect their knowledge/information in order to sustain their
competitive advantage, e.g., pharmaceuticals, telecommunications, software and service companies.
In the first phase, we will identify different scenarios that exemplify the different mobile usage contexts found in
the literature and evaluate mechanisms for addressing the risk elicited from such factors which result in better
mitigation strategies and controls. In this phase, 30 interviews with knowledge managers (15) and security experts
(15) will be conducted. The objective of this phase is to better conceptualize the different constructs and
investigate how such factors characterize KLR mitigation strategies using the conceptual model as reference to
build the risk scenarios upon which the mitigation strategies used by organizations will be gathered.
In the second phase, we will conduct two focus groups, one with knowledge managers and other with security
managers from different knowledge-intensive sectors in Australia to further improve the concepts and the
underlying propositions in the model. The reason as to why knowledge managers will be separated from security
managers in the focus groups, is the contrastingly opposing views in relation to knowledge sharing that knowledge
and security managers have will hinder the progress of the discussion, should they be in the same group (Ahmad
et al. 2014; Manhart and Thalmann 2015). The goal of this phase is to develop specific-sector insights (i.e., private,
military, governmental and not-for-profit organizations) in order to contrast different industries.
In the third phase, we will conduct three in-depth case studies, following Yin' s (2003) methodology, in different
types of knowledge-intensive organizations (e.g., private, military, governmental and not-for-profit organizations)
which operate in highly-competitive environments in order to validate our findings and the proposed conceptual
model from our previous phase and further refine the model. The objective of this phase is to generalize the
findings of this research.
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